
General Data Protection Regulation (GDPR) – FirstOrder Secretarial 

 

At First Corporate Law Services we are committed to data protection and GDPR compliance. We aim 
to answer the key questions regarding our measures to be GDPR compliant, so to provide complete 
assurance that your data is protected. 

1. What are you doing/have you done to be GDPR-compliant? 
 

a. Personal data will be encrypted on a field by field basis. Our clients will be provided with 
a compliance statement for onward distribution to their clients, outlining what data is 
encrypted under GDPR 

b. There will be a facility to export personal data as CSV upon client request 
c. There will be a facility to remove personal data upon request 
d. We will only process personal data where there is a lawful basis in doing so 
e. We will always seek, record and manage consent in line with GDPR compliance 
f. Our FCLS Group Ltd data protection policy is available on request 

 
2. Where are your servers – inside or outside of the EU? 

Our servers are dedicated to our application alone and hosted in the UK in a fully managed secure 
server centre, by the UK's largest web hosting company. 

3. What sort of physical and technical security protects your servers? 

Our backup is held on and offsite. The offsite backup is fully encrypted and managed by 'Xsystems 
Limited' on private UK based servers.  

Our servers are fully equipped with firewall and suhosin server management software and all access 
attempts and targets are logged. The server and product have both been "black hat" tested by 
professional data security specialists. 

4. Who has access to the servers and/or data? 

Our support staff (administrator users) will log in with two factor authentication (password and 
emailed key) and will be required to change their password weekly. Two developers have access to 
the server codes and rights to access data outside of the in-product authenticated user logins. 

5. How often do your staff receive data protection training? 

All staff at FCLS Group Limited have received GDPR training and the measures that must be taken to 
comply with GDPR. Each individuals working practices have been reviewed and amended for 
compliance. An annual review will take place and further training provided as necessary. Each new 
staff member will receive training on GDPR. 

6. Do you sub-contract your data processing to third parties? If so, how watertight are the third 
party’s procedures and processes? 

Our servers are dedicated to our application alone and hosted in the UK in a fully managed secure 
server centre, by the UK's largest web hosting company. 

7. Is access to your data user-based permission only? 



See point 3. Above. 

8. How comprehensive are your back-up systems?  (E.g. when was the last time/how often do 
they back up your data, and how far back can they go to retrieve it?) 

Our backup is held on and offsite. The offsite backup is fully encrypted and managed by 'Xsystems 
Limited' on private UK based servers. 

Backups operate daily both onsite and offsite and a rolling 30 day backup of both is kept. 

9. Have you ever experienced a data breach, or are there any perceived technical or operational 
weak links?   

There have been no breaches in the nine year life of the service. 

In the event of a breach one of two things will happen according to the nature of the attack. If the 
server logs indicate no modification of the data (i.e. an attempt to corrupt the data) then the 
vulnerability will be traced in the source code or server set up as soon as possible and fixed. If the 
server logs show an attempt to corrupt the data, users will be notified and the data restored from 
the most recent un-affected backup. Simultaneously, the vulnerability is the server or source code 
will be addressed to prevent re-occurrence. 

 

 


